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Free Resources
 Media Literacy Starter Kit incl.

 5-step Guide towards more Media 
Literacy

 Quick Guide to recognising AI 
generated content

 Bonus: 5-day media detox / literacy 
challenge

 Reading recommendations 
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Applicable to all media
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Media Literacy Starter Kit
 Resources to explore:

 Data Detox Kit: https://datadetoxkit.org

 Algorithmic Justice League: https://www.ajl.org/library/home 

 Crash Course Media Literacy: YouTube Series

 National Association for Media Literacy Education: https://namle.org/
 Personal favourites: 

 ad-blockers: e.g. uBlock origin, AdBlock Plus, adguard, Ghostery, etc

 change your settings to make yourself less available to ad targeting (e.g. 
Facebook and Instagram) through tutorials on Data Detox Kit
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https://datadetoxkit.org/en/home
https://www.ajl.org/library/home
https://www.youtube.com/playlist?list=PL8dPuuaLjXtM6jSpzb5gMNsx9kdmqBfmY
https://namle.org/
https://ublockorigin.com/
https://adblockplus.org/
https://adguard.com/
https://www.ghostery.com/
https://www.johnoliverwantsyourraterotica.com/
https://datadetoxkit.org/


5-step Guide towards more Media 
Literacy 

1) Understand the source

2) Verify Information

3) Analyse the Message

4) Recognise Bias and Perspective

5) Engage Critically and Ethically

https://shakeri.eu



1. Understand the Source
 Why it matters: Not all sources are created equal. Knowing who produced the 

content, their motivations, and their credibility is crucial.
 How to do it: 

 Check the author’s credentials and expertise.
 Investigate the publisher or platform (e.g., is it a reputable news outlet, a blog, or 

a social media account?).
 Look for biases or potential conflicts of interest.

 Tip: Use tools like Media Bias/Fact Check to evaluate the reliability of news sources. 
Be vigilant about people who provide “simple” explanations to complex issues. 
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https://mediabiasfactcheck.com/


2. Verify Information
 Why it matters: Misinformation and disinformation are widespread. Verifying facts 

helps you avoid spreading false information.
 How to do it:

 Ask: Is it fact or opinion? Cross-check information with multiple reputable 
sources.

 Use fact-checking websites like Snopes, FactCheck.org, PolitiFact or 
Wikipedia’s List of fact-checking websites.

 Use fact-cheking browser extensions like NewsGuard or Media Bias/Fact Check. 
 Look for primary sources (e.g., official reports, studies i.e. Google Scholar, or 

direct quotes) whenever possible.
 Tip: Be wary of sensational headlines or content that evokes strong emotions—these 

are often red flags for misinformation.
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https://snopes.com/
https://factcheck.org/
https://politifact.com/
https://en.wikipedia.org/wiki/List_of_fact-checking_websites
https://www.newsguardtech.com/
https://mediabiasfactcheck.com/appsextensions/
https://scholar.google.com/


3. Analyse the Message
 Why it matters: Media messages are often designed to persuade, entertain, or 

manipulate. Understanding the intent behind the content helps you interpret it 
critically.

 How to do it:

 Ask: Who is the target audience? What is the purpose of this message?

 Identify persuasive techniques, such as emotional appeals, loaded language, or 
cherry-picked data.

 Consider what is not being said—are there gaps or omissions in the information?
 Tip: Learn about common logical fallacies (e.g., straw man, false dilemma) to spot 

flawed arguments. 
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4. Recognise Bias and Perspective
 Why it matters: All media content reflects some level of bias or perspective. 

Recognising this helps you interpret information more objectively.
 How to do it:

 Compare how different outlets cover the same story.
 Be aware of your own biases and how they might influence your interpretation.
 Look for diverse perspectives, especially on controversial topics.

 Tip: Use tools such as AllSides to shows bias ratings for news outlets or stories or 
help you understand persuasive techniques used in specific ads to influence buyers. 
Follow a range of news sources with different political leanings to get a balanced 
view.
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https://www.allsides.com/unbiased-balanced-news


5. Engage Critically and Ethically
 Why it matters: Media literacy isn’t just about consuming information—it’s also about 

how you engage with and share it.
 How to do it:

 Pause before sharing content online. Ask: Is this accurate? Is it helpful? Could it 
harm others?

 Engage in respectful discussions, even when you disagree.

 Educate others about media literacy and the importance of critical thinking.
 Tip: Use tools like AI Content Detector or Reverse Image Search to verify the 

authenticity of photos and texts before sharing.
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https://copyleaks.com/ai-content-detector
https://images.google.com/


Quick Guide to Recognising AI 
generated content

 Images: unnatural details, inconsistent textures and lighting, repetitive patterns, 
metadata inspection, Reverse Image Search 

 AI detection tools and plugins: e.g. InVID, FakeImageDetector, ...

 Videos: visual inconsistencies (e.g. flickering, weird transitions), audio mismatch, 
metadata inspection

 deepfake detection tools and plugins: e.g. DeepWare, SensityAI, … 

 Text: repetitive or unnatural phrasing, overly generic or vague information, lack of 
personal experiences or emotions

 AI detection tools and plugins: e.g. Hugging Face Detector, Originality.ai, 
GPTZero, CopyLeaks, ...

 Social media posts: too perfect or generic posts, hashtags or keywords
https://shakeri.eu

https://images.google.com/
https://www.invid-project.eu/tools-and-services/invid-verification-plugin/
https://www.fakeimagedetector.com/
https://deepware.ai/
https://sensity.ai/
https://openai-openai-detector.hf.space/
https://originality.ai/
https://gptzero.me/
https://copyleaks.com/


5-day Media Literacy Challenge
 Day 1: Reclaim Your Focus

 Day 2: Explore New Perspectives

 Day 3: Go Beyond the Headlines

 Day 4: Cut the Noise

 Day 5: Build a Wholesome Feed 

 

*based on the 5-day challenges from University of Maine and Dasia Sade. 
https://shakeri.eu

https://libguides.library.umaine.edu/c.php?g=1062054&p=7722052
https://www.youtube.com/watch?v=yxAd8Owl-7A&lc=Ugz1Yk61I41Xup62xT54AaABAg


Day 1: Reclaim Your Focus
Goal: Break free from mindless scrolling 
and reconnect with yourself and your 
surroundings.

1) Set 3 specific times to check news 
(e.g., 9am, 12pm, 6pm). 

2) Reflect: How did you feel, think, and 
act today?

3) Replace one screen habit with a non-
screen activity.
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Day 2: Explore New Perspectives
Goal: Get comfortable with diverse 
viewpoints and approach media with 
curiosity.

1) Read a news source from a different 
cultural or political background.

2) Reflect: What surprised, challenged, or 
intrigued you?

3) Fact-check one story from this source. 

4) Share your insights with someone.
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Day 3: Go Beyond the Headlines
Goal: Dive deeper into stories and 
recognize different angles of truth.  
1) Compare one story across 3 outlets 

with differing viewpoints.

2) Reflect: What stood out, was missing, 
or felt biased?

3) Question assumptions, tones, and 
nuances.

4) Discuss your media journey with 
someone. 
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Day 4: Cut the Noise
Goal: Curate a media feed that informs 
rather than drains or manipulates.
1) Identify a story that prioritizes drama 

over value.

2) Reflect: Did it trigger emotions? Was 
that intentional? What was its 
purpose? 

3) Unfollow three sources that provoke 
more than they inform.
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Day 5: Build a Wholesome Feed
Goal: Fill your feed with content that 
educates, inspires, and connects.

1) Discover 3 news sources known for 
depth and fairness.

2) Reflect: How do they make you feel? 
Are you genuinely informed? 

3) Discuss your media journey with 
someone. 
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Recommended Reading
 Zuboff, Shoshana (2019): 

 The Age of Surveillance Capitalism: 
The Fight for a Human Future at the 
New Frontier of Power

 Benjamin, Ruha (2019): 
 Race After Technology: Abolitionist 

Tools for the New Jim Code
 D'Ignazio, Catherine; Klein, Lauren (2020)

 Data Feminism
 Monea, Alexander (2022):

 The Digital Closet: How the Internet 
Became Straight
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Recommended Watching
 Can’t feel nothing (2024) by David 

Borenstein; on Arte

 Coded Bias (2020) by Shalini Kantayya; 
on Algorithmic Justice Leage

 The Great Hack (2019) by Jehane 
Noujaim, Karim Amer; on Netflix

 The Social Dilemma (2020) by  Jeff 
Orlowski; on Netflix 

https://shakeri.eu

https://www.arte.tv/de/videos/122232-000-A/gefuehlskiller-social-media/
https://www.codedbias.com/virtualcinema
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